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Privacy and Personal Information Policy 

 
Purpose 
To ensure that personal information entrusted to Ecosource by employees, volunteers, 
participants, customers, donors, and other stakeholders is collected, used, disclosed, retained, 
and safeguarded in accordance with all applicable legislation.  
 
Scope 
This policy applies to all employees, volunteers, Board members, contractors, consultants, and 
any third party acting on behalf of Ecosource who may have access to personal information.   
 
Policy Statement 
Ecosource is committed to protecting the privacy and confidentiality of personal information 
entrusted to us. The handling of all personal information by Ecosource is governed by the 
Personal Information Protection and Electronic Documents Act (PIPEDA) and other applicable 
federal and provincial privacy laws.  
 
Ecosource is accountable for all personal information within its control. The Executive Director is 
designated as the Privacy Officer and is responsible for oversight of compliance with privacy 
legislation and this policy.   
 
Personal information will only be collected, used, and disclosed for purposes that a reasonable 
person would consider appropriate in the circumstances.  
 
Personal Information 
Personal information is any information that can be used to identify a specific 
individual, including: name, home address, age, health, and financial information. Personal 
information does not include information that cannot be tracked back to a specific individual, and 
it does not include information that relates to an individual’s business position or function (e.g., 
position or title, business address, business telephone number or email address). Certain 
publicly available information may be collected and used in accordance with applicable law.  
 
Collection  
Ecosource collects only the personal information necessary to fulfill identified purposes for 
which the information is being collected, including: 
 

• Program registration and participation 
• Fundraising and donor relations 
• Public education and advocacy initiatives 
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• Volunteer and employment administration 
• Regulatory, reporting, and funding requirements 

 
Providing personal information to Ecosource is voluntary. Individuals may choose not to provide 
certain information; however, in some cases, we require specific information to deliver a service 
or fulfil a request. For example, when individuals make a donation, we are legally required to 
collect their full name and mailing address to issue and official tax receipt in accordance with 
applicable laws.   
 
Consent 
Ecosource will obtain meaningful consent for the collection, use, and disclosure of personal 
information, except where otherwise permitted or required by law. Consent may be express 
(e.g., opt-in) or implied (e.g., website privacy notice), depending on the sensitivity of the 
information and the reasonable expectations of the individual.  
 
Withdraw Consent 
Individuals may at any time withdraw consent related to Ecosource’s collection, use and 
disclosure of their personal information, subject to legal or contractual restrictions and 
reasonable notice. Withdrawal of consent may affect Ecosource’s ability to provide certain 
programs or services. Withdrawal of consent may not be retrospective. 
 
Use and Disclosure of Personal Information  
Ecosource will not use or disclose personal information for purposes other than those for which 
it was collected, except with consent of the individual to whom the personal information relates 
or as permitted or required by law. Under no circumstances will Ecosource sell, trade, or 
distribute personal information or contact lists to third parties. 
 
Service Providers 
Ecosource may engage third-party service providers (e.g., payment processors, IT providers, 
mailing houses) to support operations. These providers are granted access only to the personal 
information necessary to perform their contracted functions and are required to: 
 

• Maintain confidentiality 
• Implement appropriate safeguards 
• Use information solely for authorized purposes 
• Comply with applicable privacy legislation 

 
Disclosure to Program Funders  
As a recipient of public and private funding, Ecosource is subject to reporting, accountability, 
audit, and evaluation obligations under the funding agreements it has with funders (“Funding 
Agreements”). 
 
In accordance with the requirements for the disclosure of personal information under applicable 
privacy legislation, Ecosource may from time to time disclose limited personal information to 
program funders, including municipal, provincial, and federal government departments or 
agencies, foundations, and other granting bodies, where necessary to: 
 

• Fulfill its obligations under Funding Agreements 
• Demonstrate program outcomes 
• Meet audit or compliance requirements 
• Support program evaluation 
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Where possible, Ecosource will provide aggregate, anonymized, or de-identified information. 
Where identifiable personal information is required, disclosure will: 
 

• Be limited to the minimum necessary information; 
• Be consistent with the original purpose of collection; 
• Be with the consent of the individuals to whom the personal information relates or 

otherwise in accordance with legal authority; and 
• Be protected through confidentiality provisions or formal data-sharing agreements where 

appropriate. 
 

Funder organizations receiving personal information are expected to safeguard it in accordance 
with applicable privacy legislation. 
 
Retention and Destruction 
Personal information will be retained only as long as necessary to fulfill the identified purposes 
or as required by law, funding agreements, or regulatory requirements. When no longer 
required, personal information will be securely destroyed, deleted, or anonymized using 
appropriate safeguards to prevent unauthorized access. 
 
Safeguards 
Ecosource maintains administrative, technical, and physical safeguards appropriate to the 
sensitivity of the information, including: 
 

• Restricted access to authorized personnel only 
• Confidentiality agreements 
• Password protection and encryption where appropriate 
• Secure servers and monitored office spaces 
• Secure disposal procedures 

 
All employees and volunteers with access to personal information are required to sign a 
Confidentiality Agreement. 
 
Website and Online Activity 
Ecosource is responsible for personal information collected through its website 
(www.ecosource.ca). The website may automatically collect non-identifying technical 
information such as IP address, browser type, ISP, and clickstream data for analytical purposes. 
This information is not linked to personally identifiable information. 
 
Ecosource’s website uses cookies and similar tracking technologies to enhance user 
experience, analyze website traffic, and improve our services. Some cookies may be set by 
third-party service providers (such as analytics or payment processing services) to support 
website functionality and reporting. These third parties may collect information in accordance 
with their own privacy policies. 
 
Users may control or disable cookies through their browser settings. Please note that disabling 
cookies may affect certain website features or functionality. By continuing to use our website, 
users consent to the use of cookies in accordance with this policy. 
 
Ecosource uses Google Analytics, a web analytics service provided by Google Inc., to help 

understand how visitors use our website. Google Analytics collects information such as pages 

http://www.ecosource.ca/
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visited, time spent on pages, device type, browser, and geographic location. This data is 

aggregated and anonymized and is not linked to personally identifiable information. Users can 

opt out of Google Analytics tracking by adjusting their browser settings or using the Google 

Analytics opt-out browser add-on: https://tools.google.com/dlpage/gaoptout. 

Online donations and program fees are processed through secure, industry-standard third-party 
payment providers. Program registrations are processed through secure software that features 
256-bit Secure Socket Layer (SSL) encryption to protect personal and financial data.   
 
Ecosource is not responsible for the privacy practices of external websites linked from its site. 
Links include social media (Facebook, Twitter, Instagram), registration systems via Uplifter Inc., 
educational partners, and community collaborators. 
 
Social Media 
Ecosource recognizes that social media platforms are important for communicating and 
engaging with residents. By visiting, contacting or contributing to any of our social media 
channels, the user agrees to their Terms of Use. Ecosource is not responsible or liable for any 
personal information or other information posted on public social media channels.  
 
Access and Accuracy 
In most instances, Ecosource will grant individuals access to their personal information upon 
presentation of a written request and satisfactory identification. If you find that an error with your 
personal information, please notify Ecosource as soon as possible to make the appropriate 
corrections via email at info@ecosource.ca. 
 
Ecosource ensures that any individual may request access to personal information held by the 
organization, including reviewing that information to confirm its accuracy, as required by law. 
Individuals also have the right to understand how their personal information is being used. If 
Ecosource is unable to provide certain requested personal information, a written explanation 
outlining the reasons will be provided. Individuals can challenge the decision.  
 
Data Breaches 
In the event of a breach of security safeguards involving personal information under our control 
that, in the circumstances, it is reasonable to believe poses a real risk of significant harm to the 
individual to whom the personal information relates, Ecosource will notify affected individuals, 
report the breach to the Office of the Privacy Commissioner of Canada, and otherwise as 
required by applicable law, all in accordance with applicable law. 
 
For the purpose of this policy, a breach of security safeguards means the loss of, unauthorized 
access to or unauthorized disclosure of personal information resulting from a breach of 
Ecosource’s security safeguards or the failure on the part of Ecosource to establish such 
safeguards. 
 
Complaints and Inquiries 
Ecosource takes privacy concerns seriously.  
 
Questions, concerns, or complaints regarding this policy or the handling of personal information 
may be directed to:  
 
Privacy Officer 
Ecosource Mississauga 

https://tools.google.com/dlpage/gaoptout
https://www.google.com/search?q=Facebook&sca_esv=0c0ded2c55dfde36&rlz=1C1ONGR_enCA1078CA1078&sxsrf=ANbL-n7pBW9d-nK9taumh5z-o0hGVKZYFg%3A1772636131653&ei=40eoacbOJ_fi0PEPmNLyiQY&biw=1920&bih=911&ved=2ahUKEwjPnePCwIaTAxVDJDQIHbueGFAQgK4QegQIARAC&uact=5&oq=what+websites+does+ecosource%27s+websoiate+link+to&gs_lp=Egxnd3Mtd2l6LXNlcnAiMHdoYXQgd2Vic2l0ZXMgZG9lcyBlY29zb3VyY2UncyB3ZWJzb2lhdGUgbGluayB0bzIHECEYoAEYCjIHECEYoAEYCkiJPFCwCFizOnADeAGQAQCYAbcBoAGFKqoBBTIwLjI4uAEDyAEA-&sclient=gws-wiz-serp&mstk=AUtExfBSohpJMGTUxhP3aiCeCbm6qQUtEkGZ5RojyA2H7y93CqlpBnPYJvZzA4VClJypPIWBOy31uVp4Z4CwjD37Cjph3iO2VqehgmpemJG6VxaAbE3BINqzrgwtVBhNopEH-Tdmm8oi0uAgzO0T5TzDm2HyrhqeR6MEGaVLItwonQGIsxt601ljIaV1RD8g-Tgaw1vTXhVlQIwAplAnYsHGzIbYhumRm4I5yBL-9GkCDfBkN_sMKlyaWAxUOpOmWUJ_FCHGFvnqXoty-qhhdcq78dpIy17l81N0Ek9zh1y8fqBSoQ&csui=3
https://www.google.com/search?q=Twitter&sca_esv=0c0ded2c55dfde36&rlz=1C1ONGR_enCA1078CA1078&sxsrf=ANbL-n7pBW9d-nK9taumh5z-o0hGVKZYFg%3A1772636131653&ei=40eoacbOJ_fi0PEPmNLyiQY&biw=1920&bih=911&ved=2ahUKEwjPnePCwIaTAxVDJDQIHbueGFAQgK4QegQIARAD&uact=5&oq=what+websites+does+ecosource%27s+websoiate+link+to&gs_lp=Egxnd3Mtd2l6LXNlcnAiMHdoYXQgd2Vic2l0ZXMgZG9lcyBlY29zb3VyY2UncyB3ZWJzb2lhdGUgbGluayB0bzIHECEYoAEYCjIHECEYoAEYCkiJPFCwCFizOnADeAGQAQCYAbcBoAGFKqoBBTIwLjI4uAEDyAEA-&sclient=gws-wiz-serp&mstk=AUtExfBSohpJMGTUxhP3aiCeCbm6qQUtEkGZ5RojyA2H7y93CqlpBnPYJvZzA4VClJypPIWBOy31uVp4Z4CwjD37Cjph3iO2VqehgmpemJG6VxaAbE3BINqzrgwtVBhNopEH-Tdmm8oi0uAgzO0T5TzDm2HyrhqeR6MEGaVLItwonQGIsxt601ljIaV1RD8g-Tgaw1vTXhVlQIwAplAnYsHGzIbYhumRm4I5yBL-9GkCDfBkN_sMKlyaWAxUOpOmWUJ_FCHGFvnqXoty-qhhdcq78dpIy17l81N0Ek9zh1y8fqBSoQ&csui=3
https://www.google.com/search?q=Instagram&sca_esv=0c0ded2c55dfde36&rlz=1C1ONGR_enCA1078CA1078&sxsrf=ANbL-n7pBW9d-nK9taumh5z-o0hGVKZYFg%3A1772636131653&ei=40eoacbOJ_fi0PEPmNLyiQY&biw=1920&bih=911&ved=2ahUKEwjPnePCwIaTAxVDJDQIHbueGFAQgK4QegQIARAE&uact=5&oq=what+websites+does+ecosource%27s+websoiate+link+to&gs_lp=Egxnd3Mtd2l6LXNlcnAiMHdoYXQgd2Vic2l0ZXMgZG9lcyBlY29zb3VyY2UncyB3ZWJzb2lhdGUgbGluayB0bzIHECEYoAEYCjIHECEYoAEYCkiJPFCwCFizOnADeAGQAQCYAbcBoAGFKqoBBTIwLjI4uAEDyAEA-&sclient=gws-wiz-serp&mstk=AUtExfBSohpJMGTUxhP3aiCeCbm6qQUtEkGZ5RojyA2H7y93CqlpBnPYJvZzA4VClJypPIWBOy31uVp4Z4CwjD37Cjph3iO2VqehgmpemJG6VxaAbE3BINqzrgwtVBhNopEH-Tdmm8oi0uAgzO0T5TzDm2HyrhqeR6MEGaVLItwonQGIsxt601ljIaV1RD8g-Tgaw1vTXhVlQIwAplAnYsHGzIbYhumRm4I5yBL-9GkCDfBkN_sMKlyaWAxUOpOmWUJ_FCHGFvnqXoty-qhhdcq78dpIy17l81N0Ek9zh1y8fqBSoQ&csui=3
mailto:info@ecosource.ca
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2-5070 Fairwind Drive, Mississauga, Ontario L5R 2N4 
Phone #: 905-274-6222  
info@ecosource.ca.  
 
All complaints and other inquiries will be investigated and addressed in a timely manner. 
 
Individuals may also file a complaint with the Office of the Privacy Commissioner of Canada if 
they are not satisfied with Ecosource’s response. 
 
Policy Review  
This policy will be reviewed annually to ensure accuracy and compliance with applicable law. 
When Ecosource changes this policy in a material way, we will update the “Revision Date” at 
the beginning of this policy. Changes to this policy are effective when they are published. 
 
Privacy Officer 
As noted above, the Executive Director is designated as the Privacy Officer of Ecosource, and 
is therefore responsible for ensuring compliance on the part of Ecosource of applicable privacy 
law and this policy. The Privacy Officer may delegate these responsibilities, in whole or in part, 
to any other person. Any such delegation of responsibility must be in writing and reflected in 
Ecosource policies and procedures, including this policy, as appropriate. 
 

For more information, please contact the Privacy Officer at:info@ecosource.ca.  
 
Related Policies and Documents 

• Electronic Communications Acceptable Use Policy 

• External Conflict Resolution and Complaints Procedure 

• Employee Privacy and Personal Information Policy  

• Cybersecurity Policy  

• Confidentiality Agreement   
 

mailto:info@ecosource.ca
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